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1
Decision/action requested

Disucssion on and support for solution variants using EAP for PINE authentication and authorization
2
References
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Rationale

As per KI#1 defined in TR 33.882 [1], the authentication and authorization for PINE devices needs to be studied. 
Observation 1 In general, use of the EAP protocol, which is executed between a PINE and a central EAP server is a suitable approach. The advantage of using a central EAP server is that authentication and authorization of a PINE can be executed in a scalable way, even if the PIN consists of several PECGs. 

In a typical deployment the EAP Server might be operated by a third party, which is different from the mobile operator. This so-called role of an PIN Service Provider (PSP) could be fulfilled for instance by companies offering cloud-based home automation services.
Observation 2 This general concept of applying EAP between a PINE and a central EAP server can be realized using at least two different approaches.
In the first approach the PEGC is acting as the EAP authenticator. The authentication and authorization itself are transparent to the 5G core. However, the 5G core can be used for securing the EAP related communication between the PEGC / UE and the EAP server.
In the second approach the 5G core (e.g., the SMF) is acting as the EAP authenticator. That is, the 5G core is actively involved in the authentication and authorization process. The role of the PEGC / UE in this setup is mainly to act as a relay for EAP messages between PINE and 5G core. The existing mechanisms for data network specific secondary authentication could be reused.

Proposal 1 Since both approaches are addressing potentially different business models, we are proposing to analyse both approaches in the study.
Respective solutions for both of approaches (S3-222571 and S3-222584) have been contributed to this meeting.
4
Detailed proposal

It is proposed to study solutions for authentication and authorization of PIN elements, which are based on executing EAP between the PIN element and a central EAP server. 

Solutions transparent to the 5G core, like the solution described in S3-222571, as well as solutions with active involvement of the 5G control plane, like the solution described in S3-222584, should be considered.
